ARBONIA 2

KeePass User Guide

Requirements

= KeePass program
= Personal drive

Functionality

With the function you can change your passwords:

Save
Manage
Group
Review
Generate

Create database

1.

® KeePass 2

App

Start KeePass

2. @ KeePass

File Group  Entry  Find

Mew... Ctrl+M
i Open

Open Recent

Close Ctrl+W

Save Ctrl+5

Save As

Database Settings...
Change Master Key...

Print

Import...
> Export..

Synchronize
8| Lock Workspace Cirl+L
@ Exit Ctrl+0

File and then select New...
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3. KeePass =

o Mew Database

Your data will be stored in a KeePass database file, which
is a regular file, After clicking [CQK], you will be prompted
to specify the location where KeePass should save this
file,

It is important that you remember where the database
file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).

Cancel

Confirm with OK

4. @ Create New Database

T <« (CH24753 (WCHAFG248\HomesS) (P:) ] » KeePass

Organisieren + Meuer Ordner

[ Dieser PC Mame

) 3D-Objekte @ Base de datos. kdbx
= Bilder @ Datenbank.kdbx
[ Desktop

E] Dokumente

* Downloads

D Musik

B Videos

‘e Lokaler Datentra

== FileCloudDrive [

daten (\VWCHAFG

CH247533 (\WCHE

= courceS MCHAEY €

M H

Dateiname: | Database.kdbx

Dateityp: | KeePass KDBX Files (*.kdbx)

» Ordner ausblenden

Save this file to your personal drive.
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Set master password

5. @ Create Master Key

Create Master Key
P:\KeePass\Database kdbx

el

Specify the master key that will be used to encrypt the database.

anymore.

A master key congists of one or more of the following components. All components that you specify will
be required to open the database. if you lose one component, you will not be able to open the database

Master password: ||

Repeat password: |

| ED
!

Estimated quality: 0 bits Och.
[] Show expert options:
Help Cancel

Enter the main password (at least
12 characters and 70 bits quality)
you want to use for the database.

Confirm with OK

6. @ Configure New Database

= Database Settings

._ ) PAK

e

ass\Database kdbx

General Securty Compression Recycle Bin  Advanced

Database name: |||

Database description:

Enter a short description of the database or leave it empty.

Defautt user name for new entries:

[ Custom database color:

Help

Cancel

Give the database a name

Set the user name as the default
user name.

Confirm with OK
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7. | |KeePass ® Skip this point - please remember
) the password you have chosen
ﬁ Emergency Sheet

A KeePass emergency sheet contains all impertant information that
is required to open your database. It should be printed, filled out
and stored in a secure location, where only you and possibly a few
other people that you trust have access to.

It is recemmended that you create an emergency sheet for your
database.

Do you want to print an emergency sheet now?

—> Print
KeePass will print an emergency sheet, which you can then
fill out.
—> Skip
8. | @ Dumbaeicior e - o | Now the database has been created
File Group Entry Find View Tools Help Wlth tWO sample entrles
HEEH € o 9, &- Search... -
Database kdbx*  Database kdbx® .
[£7 Database Title User Name Password URL MNotes These entrles can be removed
5\:::‘:&;; ?Samp\a Entry User Name ik https://keepa... | Notes
D Network |~ Sample Ent.. Michael321 e hitps://keepa..
€9 Internet
\'ﬂ eMail
% Homebanking
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Change language

9.

@ Database.kdbx™ - KeePass

File  Group

(4 & H ¥ |-

Database kdbx™

Entry  Find

Database kodb®

View | |Tools

Help

v a -

e - "

7 Database
ﬁl General
*_i"',_. Windows
Q Metwork
@ Internet

= eMail
% Homebanking

Title User Ma

ﬁSample Entry User Ma
ﬁ_‘nample Ent... Michael

Click on view

10,

@ Database kdbx® - KeePass

File  Group  Entry  Find

B EH <€

View Tools Help

nge Language...

Database kdbx"

[£7 Database
ﬁ General
;_“,’_", Windows
Q Metwork

@ Internet

=) eMail

8% Homebanking

Show Toolbar

Show Entry View £\
Window Layout (3
Always on Top r

Configure Celumns...

Sort By 3
TAM View Options 3
Grouping in Entry List *

Show Entries of Subgroups

Change language... select

11,

(@ Select Language

SelectLanguage
Here you can change the user interface language:

Installed Languages Version  Author Contact File @
9 Chinese_Simplified (H..  2.50 Lea Dou @ CCF leodou at users.sourceforg..  C:\Program Fi..

3 Czech (Ceiting) 244 M. Pavelka, M. Klima, |. Na... preklady@marekpavelka.cz  C:\Program Fi.

9 Dutch (Nederlands) 250 Hilbrand Edskes http://codecpack.nl/keepa..  C:\Program Fi...

3 English (English) 250 Dominik Reichl https://www.dominik-reic...  Built-in

3 French (Frangais) 250 Ronan Plantec ronan.plantec@boribar.com  C:\Program Fi..

9 German (Deutsch) 250 Dominik Reichl https://www.dominik-reic..  C:\Program Fi...

3 Italian (ltalianc) 250 Mauro Rossi & Luca ‘Hexa... hexaze@gmail.com C:\Program Fi...
€9 Polish (Polski) 250 Marcin Czerwien bromdzn@pocztafm C:\Program Fi...

3 Portuguese (Portugués) 250 José Gongalves joseaagoncalves@gmail.c..  C:\Program Fi...

€9 Russian (Pycckwii) 250 Dm. Yerokhin (220110, A. .. erodim@mail.ru C:\Program Fi...

3 Serbian Cyrillic (Cpnoxn .. 250 ToyGonnp Fupoanh ljuba.cirovic@gmail.com C:\Program Fi...
P — 2an Mtarian Libanil A L CaDennran b Y

Get More Languages.. Open Folder Close

Select and double-click the desired

language
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12,

KeePass

The selected language has been activated, KeePass must be
restarted in order to load the language.

Do you wish to restart KeePass now?

Confirm with Yes

Save passwords

@ Database.kdbx™ - KeePass

File  Group  Entry Find View Tools Help

(4 & | g &0 Copy User Name Ctrl+B

Database kdbx* | Copy Password chie
& Datal URL(s) '
5 General Copy Field .
Py
'5_.:"',_. Windows Attachments .
Q Network @ Save Attached File(s) To...
@ Internet
=y eMail Y Perform Auto-Type Ctrl+V

JH
i

2% Homeba
E2 I % Add Entry... Ctrl+1 II

Edit Entry... Enter

I

13. @ Database.kdbx® - KeePass Click on entry
File  Group | Entry | Find  View Tools  Help
=y - ¢ _k_ 'f;t:-"r
5 Database Title Uszer Mar
5 General ﬂﬂample Entry User Mar
2 Windows ¢ . ]
= &-}SEFI"IFHE Ent.. Michael
Q Metwark
@I Internet
=) eMail
©% Homebanking
14, Add entry... click
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15| |@ Add Entry
Add Entry

Create a new entry.

el

General  Advanced Properties  Auto-Type  History

Title: I | lcon: ﬁ
User name:

Password: |uuuuu

| B

sessnns
Repeat: |uuuuuuuuuu | E_’:;'
Qualty: E 112 bits 20 ch.
URL: | |
Notes:

O Espires:  [21.02.2022 00:00:00

B-] Q]

Give the entry a title.

Enter username and secure pass-
word.

Insert URL if available.

Confirm entry with OK

-l_%-Toolr; - .. -Canc;el
16, @ Databasekdber- KeePass - O The entry is now saved in the de-

File Group Entry Find View Tools Help Slred folder

P £- P& - & Q & |[@ | Search.. -
Database kdbx* Database kdbx”
|55 Database Title User Name Password URL Notes

E General /% Sample Entry User Name s hitps://keepa.. MNotes

ﬁ';‘:‘:w’;’: £ Sample Ent.. Michael32] oo https://keepa..

élntamoart ] ]

= eMail

@ Homebanking

17| @ Databasekdbr- Keebass - O With a double click on the user
ile Group  Entry  Find View Tools Help name or password, these can be
[ & H g |<€- W@ - | ¥ |([@ | Search. ° . he cli
Database kdbx*  Database kdb” Copled to the ¢ lpboard.
& %-hbase Title User Name Password URL Notes
General s ) . . .

5 Windows ﬁ::g::::f — i This will be automatically removed

o e ] from the clipboard after 12 sec-

= eMail

4 Homebanking OndS.
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Group passwords

18. @ Database.kdbx® - KeePass

LOEF L- L 0@-¢

Database kdbx® Database kdbx”

File || Group |Er|try Find View Tocls Help

'.:E.l a &~ Search...

ﬁ Database Title

=] Ge_neral ZJ’Sample
f"‘_. Windows

['j Metwork Z}'Sample
— test
@ Internet Z)’
=) eMail

% Hemebanking

User Mame Passwor

i

Entry  User Mame
Ent.. Michael321 e

Click on group

19. @ Database kdbx® - KeePass

File = Group Entry  Find

FoUp...

View

Edit Group...

o
8kl
&

Duplicate Group...
Delete Group  Entf

@

W@eEDy
00F

Empty Recycle Bin

Rearrange

Data Exchange

Add group... select

20. @ Add Group

= Add Group
2

Create a new entry group.

General  Properties  Auto-Type  Plugin

Data

Mame: I| Mew Group

lcon: = [

Motes:

[ Expires:  [21.02.2022 00:00:00

Give the group a name.

Confirm with OK
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21. @ Database.kdbx® - KeePass :[Fh;: group is now listed in the da-
abase.

File  Group  Entry  Find  View  Tools  Help

In this group, further entries can be
CE - L ! . .
I_._l & E [ﬁ w T - W created or old entries can be insert-

Database kdbx Database kdbx” ed via 'drag and drop'.

5 Database Title User Ma
5 General
iﬂ Windows
Q Metwork
@ Internet
= eMail

% Homebanking
5 New Group
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